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EFFECT OF CYBERSECURITY INCIDENT PREPAREDNESS ON THE EFFICACY

OF DIGITAL FORENSIC INVESTIGATIONS IN NIGERIAN
FINANCIAL INSTITUTIONS

ADEGBEMI TITILAYO ADESOLA
SUNDAY MLANGA
GANIYU A. MUSTAPHA

ABSTRACT

Cybersecurity preparedness in Nigerian financial institutions faces persistent challenges
Jfrom evolving cyber threats, inadequate infrastructure, and human-factor vulnerabilities that
undermine the effectiveness of digital forensic investigations. This study investigates the
effect of incident response planning, cybersecurity awareness and training, infrastructure
investment, threat monitoring capability, and communication and coordination mechanisms
on the efficacy of digital forensic investigations across banks, fintech firms, and insurance
companies in Nigeria. The sample consisted of 120 cybersecurity and digital forensic
professionals. Using a quantitative survey design and multiple linear regression, the study
examines the influence of the five preparedness dimensions on forensic investigation
outcomes. The findings reveal that all five factors significantly enhance forensic efficacy,
collectively improving the speed, accuracy, and legal defensibility of digital investigations (p
< 0.05). Incident response planning emerged as the strongest predictor (f = 0.328), followed
by cybersecurity awareness and training (f = 0.290), threat monitoring capability (f =
0.267), infrastructure investment (f = 0.246), and communication and coordination
mechanisms (f = 0.218). Grounded in the Forensic Readiness Model and Socio-Technical
Systems Theory, the study recommends institutionalizing structured incident response
frameworks, conducting regular cybersecurity training, and investing in forensic
infrastructure and real-time monitoring to enhance cyber resilience and digital forensic
capacity in Nigeria's financial sector.

Key words: Communication Coordination Mechanism, Cybersecurity Awareness and

Capability

Training, Incident Response Planning, Infrastructure Investment, Threat Monitoring

1.0 Introduction

The efficacy of digital forensic investigations has
become a pivotal issue in global cybersecurity as
cybercrimes escalate in frequency and complexity.
Financial institutions, in particular, face persistent
threats such as data breaches, identity theft,
ransomware, and complex financial fraud schemes.
Achieving high levels of forensic efficacy reflected in
accuracy, timeliness, evidence integrity, and
admissibility has therefore become essential for
effective incident response, regulatory compliance,
legal enforcement, and organizational resilience.
Recent scholarship highlights the contribution of
advanced technologies such as Artificial Intelligence
(AI) and Machine Learning (ML) to this goal. By
improving threat detection and classification, Al and
ML significantly enhance the speed and precision of

{48

forensic investigations, enabling faster responses to
cyber incidents and reducing exposure to risk (Fakiha,
2023). Global institutions including INTERPOL and
the FBI advocate embedding digital forensics within
national and corporate cybersecurity strategies. For
example, the FBI's Cyber Division integrates cyber
incident readiness with forensic analysis to identify
and prosecute cybercriminals swiftly. Similarly,
financial regulators in countries such as the U.S., UK,
and Australia have introduced cyber incident
preparedness policies to ensure effective forensic
tracking of breaches (Hassan et al., 2024; Serketzis et
al.,2019).

Across Africa, the growing sophistication of digital
crimes exposes weaknesses in traditional security
measures, underscoring the need for robust
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cybersecurity frameworks, especially in rapidly
urbanising regions like Smart Cities (Ahmad et al.,
2024). Although South Africa is among the continent's
most advanced economies, persistent gaps remain in
countering complex threats (Gcaza & Von Solms,
2017). A systematic, collaborative model of
cybersecurity information sharing enabling diverse
stakeholders to exchange actionable threat
intelligence has been proposed to bolster national
resilience (Mutemwaetal., 2017).

In Nigeria, the efficacy of digital forensic
investigations is constrained by rising cyber threats,
including phishing, malware, and unauthorised
access, as financial institutions digitise their
operations. Despite the cybersecurity framework of
the Central Bank of Nigeria (CBN), recent high-
profile cyberattacks reveal systemic weaknesses.
While some institutions have established response
teams and forensic units, their effectiveness is limited
by inadequate infrastructure, slow response times,
insufficiently trained staff, and poor documentation
practices. Progress has been made in adopting
advanced security technologies and staff training, yet
stronger regulatory frameworks and greater customer-
awareness initiatives remain necessary (Reis et al.,
2024).

Linking cybersecurity incident preparedness to the
efficacy of digital forensic investigations is
increasingly emphasised in contemporary research.
Proactive measures such as threat identification,
detailed response plans, and continuous training can
improve the precision, timeliness, and reliability of
forensic outcomes (Serketzis et al., 2019).
Conversely, insufficient preparedness often results in
delayed action, compromised evidence, and failed
investigations (Hassan et al., 2024; Sabillon et al.,
2017). However, empirical studies in Nigeria rarely
examine how preparedness directly shapes
investigative outcomes. Most research either focuses
on cybersecurity awareness or digital forensic
techniques in isolation. Conceptually, little is known
about how elements of preparedness including
infrastructure, human resource readiness, and
procedural frameworks interact to influence forensic
results. Empirically, studies remain largely
qualitative, lacking data-driven models to measure
these relationships. Practically, Nigerian financial
institutions still grapple with poor documentation of
cyber incidents, uncoordinated responses, and weak
evidence management, undermining the objectives of
forensic investigations. This study seeks to bridge
these gaps by empirically examining how
cybersecurity incident preparedness affects the
efficacy of digital forensic investigations in Nigerian
financial institutions. Specifically, it aims to evaluate
the effect of incident response planning on forensic
efficacy; assess the influence of cybersecurity
awareness and employee training on investigative

outcomes; determine the impact of cybersecurity
infrastructure investment on forensic capacity;
examine the effect of threat detection and monitoring
capabilities on forensic investigations; and analyse
the role of communication and coordination
mechanisms in enhancing forensic investigation
effectiveness. Accordingly, the study tests the
following null hypotheses:

Hol: Incident response planning has no significant
effect on the efficacy of digital forensic investigations
in Nigerian financial institutions.

Ho2: Cybersecurity awareness and training have no
significant effect on the efficacy of digital forensic
investigations.

Ho3: Investment in cybersecurity infrastructure does
not significantly affect the efficacy of digital forensic
investigations.

Ho4: Threat detection and monitoring capabilities do
not significantly influence the efficacy of digital
forensic investigations.

Ho5: Communication and coordination mechanisms
during cyber incidents do not significantly affect
forensic investigation outcomes.

2.0 Literature Review

2.1.1 Digital Forensic Investigations

Digital forensic investigations involve systematically
identifying, collecting, analysing, and preserving
electronic evidence for legal, policy, or disciplinary
purposes, following strict protocols to ensure
evidence integrity and admissibility (Raghavan,
2012). This includes network, mobile, and cloud
forensics, each requiring specialised skills. Their
effectiveness depends on organisational preparedness
trained staff, forensic tools, and standard procedures
for evidence handling (Allah Rakha, 2024). Timely
access to unaltered data, secure chain of custody, and
proper documentation support incident attribution and
legal outcomes (Mohammed et al., 2016). Poorly
executed processes risk evidence exclusion and
weaken deterrence (Ay, 2020). In Nigeria, many
financial institutions lack in-house forensic capacity
or rely on ad hoc approaches, undermining
investigation quality (Mustapha & Sinha, 2024).
Strengthening processes is vital for cyber
accountability and a resilient financial system.

2.1.2 Incident Response Planning

Incident response planning creates structured
processes to detect, manage, and recover from cyber
incidents, ensuring timely, coordinated responses and
preserving evidence (Nelson et al., 2025). Plans
typically define roles, communication, and escalation
paths. Effective planning accelerates threat
containment and systematic evidence collection,
crucial for legal and post-incident analysis (Werlinger
et al., 2010). Without it, organisations risk
inconsistent responses, evidence loss, and delays
(Okoye et al., 2024). In Nigeria, weak frameworks
compromise investigations and cyber resilience
(Dawoduetal.,2023).
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2.1.2.1 Cybersecurity Awareness and Training
Awareness and training educate employees on threats,
preventive behaviours, and responses to reduce
human error the weakest cybersecurity link (Zhang et
al., 2021). Effective programs improve evidence
preservation and prompt reporting, promoting a
culture of forensic readiness (Sabillon et al., 2019;
Nasir, 2023). In Nigeria, training is inconsistent,
lacking standard curricula and stakeholder
engagement, hampering incident reporting and
traceability (Nwachukwu & Hassan, 2023).
Consistent, role-specific training strengthens
preparedness and outcomes.

2.1.2.2 Investment in Cybersecurity
Infrastructure

Cybersecurity infrastructure investments firewalls,
IDS, SIEM, and encryption support defence and
forensic readiness (Arpilleda, 2023). Robust tools
enable real-time detection, evidence capture, and
automated responses, essential for accuracy and legal
admissibility (Zaman & Mazinani, 2023). Poor
investment leads to blind spots and incomplete
forensic trails. While Tier-1 Nigerian banks invest
significantly, smaller institutions face gaps impacting
efficacy (Balogun & Eze, 2023). Budget prioritisation
is key forresilience.

2.1.2.3 Threat Detection and Monitoring
Continuous monitoring identifies unusual activities or
breaches, shaping the speed and accuracy of responses
(Sankaram et al., 2024). Early detection allows
prompt capture of volatile data and preserves evidence
(Camacho, 2024). Automated systems like SIEM
correlate logs and detect attack patterns, aiding post-
incident forensics (Adeoye & Nnaji, 2022). Nigerian
institutions vary widely; outdated systems hinder real-
time detection, weakening readiness.

2.1.2.4 Communication and Coordination
Mechanisms

Communication and coordination protocols govern
how information is shared and actions synchronised
during incidents, internally and with external
stakeholders (Vakilinia et al., 2017). Efficient
coordination contextualises evidence for legal use;
poor communication causes mishandling, conflicting
actions, and delays (Saeed et al., 2023). In Nigeria,
unclear policies and silos impede management and
evidence sharing. Cross-functional frameworks and
drills enhance forensic processes.

2.2 Empirical Studies

Empirical studies highlight how cybersecurity
incident preparedness strongly influences the efficacy
of digital forensic investigations in financial
institutions. Pang et al. (2020) and Adebayo (2021)
show that structured incident response planning
improves investigation speed and quality. Pang et al.
(2020) found Singaporean banks with documented
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frameworks achieved a 35% faster forensic
turnaround, while Adebayo (2021) reported fewer
than 30% of Nigerian banks had formal strategies,
exposing a preparedness gap undermining evidence
preservation. Cybersecurity awareness also shapes
outcomes. Olajide and Ume (2022) found Nigerian
institutions with regular training recorded higher
forensic success, while Salifu et al. (2021) linked
evidence mishandling to poorly trained staff,
compromising integrity and admissibility. Yet most
studies lack clear definitions of “effective training” or
standardized metrics for forensic performance.

Infrastructure investment further enables forensic
capacity. Mthimunye and Tolla (2020) showed that
SIEMs and encrypted logging improve evidence
retrieval in South Africa. Ogundipe (2021) confirmed
this in Nigeria but noted limited generalizability from
a single-bank study, underscoring the need for broader
research.

Real-time threat detection enhances responsiveness.
Liu and Zhao (2019) found early detection enables
proactive forensic action, whereas Musa and Adewole
(2023) reported Nigerian banks still use outdated
tools, delaying response and missing investigative
opportunities. Few studies quantify these delays or
examine causal relationships statistically. Effective
communication mechanisms are equally critical.
Johnson et al. (2022) showed structured
interdepartmental communication reduces
redundancy and confusion during cyber crises,
improving documentation and handovers. Bello
(2022) reported 46% of Nigerian institutions lacked
coordination among IT, legal, and risk teams,
impeding timely forensic engagement and
diminishing outcomes. Collectively, these findings
affirm the multifaceted link between preparedness
variables and forensic efficacy but reveal persistent
gaps in Nigeria, including minimal use of inferential
methods and lack of integrated models examining
these dimensions. Addressing these gaps could guide
data-driven improvements to cybersecurity and
digital forensic frameworks in Nigerian financial
institutions.

Theoretical Framework

This study applies the Forensic Readiness Model and
Socio-Technical Systems Theory to explain how
preparedness influences forensic efficacy. The
Forensic Readiness Model (Tan, 2001) stresses
proactive integration of planning, training, and
infrastructure for swift, accurate responses. In
Nigeria, it underscores embedding forensic thinking
in cybersecurity frameworks to reduce delays and
protect evidence. The Socio-Technical Systems
Theory (Trist & Emery, 1951) highlights the interplay
between social (skills, communication) and technical
(tools, processes) systems. It shows that advanced
detection tools are ineffective without trained staff and




ANUK College of Private Sector Accounting Journal. Vol. 2 No.3 Oct, 2025

coordination. Together, these theories justify focusing
on incident response planning, cybersecurity
awareness, infrastructure investment, threat
detection, and communication mechanisms as key
variables enhancing the efficacy of digital forensic
investigations.

Methodology

This study adopts a quantitative research design using
a cross-sectional survey to investigate the relationship
between cybersecurity incident preparedness and the
efficacy of digital forensic investigations in Nigerian
financial institutions. A cross-sectional design is
appropriate as it enables the collection of data at a
single point in time to analyse relationships among
variables without manipulation (Kerlinger & Lee,
2000). The research is also anchored on a positivist
philosophy, which emphasizes objective
measurement, empirical observation, and statistical
testing of hypotheses (Creswell, 2018). By examining
the influence of cybersecurity preparedness
dimensions on digital forensic efficacy, the study
applies a scientific approach consistent with prior
work on information security governance and incident
management (Nguyen & Kim, 2021; Adeoye & Ibeh,
2023).

The population comprised 150 cybersecurity and
digital forensic professionals across licensed Nigerian
financial institutions, including commercial banks,
microfinance institutions, fintech companies, and
insurance firms. The target group consisted of
cybersecurity analysts, IT auditors, incident
responders, and forensic investigators drawn
purposively from cybersecurity units, forensic teams,
and IT risk departments. A total of 120 personnel were
selected to ensure that respondents possessed the
necessary expertise and experience relevant to the
research objectives (Ali-Momoh et al., 2024; Oladipo
& Adeyemi, 2022).

Primary data were collected through a structured
questionnaire designed to capture demographic
information, measures of cybersecurity preparedness,
and indicators of forensic investigation effectiveness.
The instrument employed a five-point Likert scale

Table 1: Descriptive Statistics

Variables Minimum
Incident Response Planning 2.50
Cybersecurity Awareness &

L. 2.10
Training
Infrastructure Investment 2.00
Threat Monitoring Capability 2.30
Communication & 1.80

Coordination Mechanism

Source: output of SPSS

ranging from Strongly Disagree (1) to Strongly Agree
(5) to measure respondents' perceptions and
experiences. To ensure clarity, validity, and reliability,
the questionnaire was pre-tested with a small sample
of professionals before large-scale administration
(Onifade & Yusuf, 2021).

Data were analysed using the Statistical Package for
Social Sciences (SPSS). Descriptive statistics such as
means and standard deviations were used to
summarize the demographic profile and variable
distributions. Regression analysis was employed to
test the hypothesized relationships between
cybersecurity preparedness and the efficacy of digital
forensic investigations. Model estimation was carried
out to assess the significance and strength of the
independent variables (Nguyen & Kim, 2021).

Consistent with prior studies (Okoye & Eze, 2020;
Bello & Hassan, 2022), the conceptual model
specifies the Efficacy of Digital Forensic
Investigations (DFE) as the dependent variable,
directly influenced by five dimensions of
cybersecurity incident preparedness: Incident
Response Planning (IRP), Cybersecurity Awareness
and Training (CAT), Infrastructure Investment (INF),
Threat Monitoring Capability (TMC), and
Communication and Coordination Mechanisms
(CCM). The model is expressed as:

The model is expressed as: EDFI = fo + B1RP +
B2CAT + BsINF + B TMC + sCCM + € Where: DFE
= Efficacy of Digital Forensic Investigations, IRP =
Incident Response Planning, CAT = Cybersecurity
Awareness and Training, INF = Infrastructure
Investment, TMC = Threat Monitoring Capability,
CCM = Communication and Coordination
Mechanisms, Po = Intercept, Bi...ps = Coeflicients of
the independent variables, ¢ = Error term

4.0 Result and Discussion

This section presents the results of the study, including
the description of variables, normality test and
correlation analysis. The section also contains
regression results.

Maximum Mean Std'. .
Deviation

5.00 4.02 0.58

5.00 3.76 0.70

5.00 3.91 0.66

5.00 3.85 0.69

5.00 3.73 0.73

{511
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These results show that, on average, institutions are
relatively well-prepared across all cybersecurity
preparedness dimensions, with incident response
planning scoring the highest. Minimum and
maximum scores reflect the lowest and highest Likert-

Table 4: Regression Coefficients

scale responses recorded for the items under each

variable. This inference is based on mean scores above
the mid-point (3.0) on the 5-point Likert scale,
indicating moderate to high preparedness

Unstandardized Std.

Variables B Error Beta t Sig.
(Constant) -0.003 0.120 — 0.613 0.521
Incident Response Planning (IRP) 0.328 5.290

0.062 0.000**
Cybersecurity Awareness & 0.290 0.067 — 4330 0.000%*
Training
Infrastructure Investment 0.246 0.059 — 4.170 0.000%**
Threat Monitoring Capability 0.267 0.063 — 4.240 0.000%*
Communication & Coordination 0.218 0.068 — 3.210 0.001**

Source: SPSS Version 23 Output,
2025

The regression analysis revealed that all five
cybersecurity preparedness factors significantly
enhance the efficacy of digital forensic investigations
in Nigerian financial institutions (p < 0.05). Incident
Response Planning (IRP) demonstrated the strongest
effect (B = 0.328, t = 5.290, p = 0.000), followed
closely by Cybersecurity Awareness & Training (B =
0.290, t = 4.330, p = 0.000) and Threat Monitoring
Capability (B = 0.267, t = 4.240, p = 0.000).
Infrastructure Investment (B = 0.246, t = 4.170, p =
0.000) and Communication & Coordination (B =
0.218, t=3.210, p = 0.001) also showed significant,
though comparatively weaker, positive impacts.
These findings confirm that comprehensive
cybersecurity preparation, particularly robust
response planning, staff training, and threat detection
systems substantially improve forensic investigation
outcomes. While the study shows relatively good
preparedness on average, significant gaps remain
across institutions especially in infrastructure,
training, and coordination. The high mean scores
reflect the better-performing institutions, but
variability indicates many are still underprepared. The
results support rejecting all null hypotheses,
highlighting the critical need for Nigerian financial
institutions to strengthen these preparedness
dimensions to combat cyber threats effectively.

Discussion of Findings

This study investigated the effect of various
components of cybersecurity incident preparedness
on the efficacy of digital forensic investigations in
Nigerian financial institutions. The findings offer
critical insights into how each preparedness element
contributes to enhancing investigative effectiveness,
providing both theoretical reinforcement and
empirical clarity.

Incident Response Planning emerged as the most
influential predictor of digital forensic efficacy. This
confirms earlier findings by (Werlinger et al., 2010)
which emphasized the importance of structured, pre-
defined procedures in ensuring rapid and effective
responses to security incidents. The strong influence
of this variable aligns with the Forensic Readiness
Model, which stresses the value of upfront planning in
ensuring digital evidence is quickly secured and
preserved for investigations.

Cybersecurity Awareness and Training also showed a
significant and positive impact, consistent with
(Hodhod et al., 2023), who argued that internal
personnel capacity and organizational knowledge are
vital for effective forensic readiness. Awareness
programs empower staff to identify suspicious
activity and understand reporting protocols key inputs
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to successful forensic analysis. This reinforces the
Socio-Technical Systems Theory, which advocates
for a balance between technical systems and human
capacity.

Infrastructure Investment demonstrated a strong
positive relationship with forensic investigation
efficacy. The result supports the findings of
(Kloosterman et al., 2015), who noted that the
availability of up-to-date technology and tools such as
secure servers, logging mechanisms, and forensic
toolkits enhances the quality and speed of
investigations. It also highlights the critical role of
financial commitment in sustaining cybersecurity
frameworks.

Threat Detection Capabilities were found to
significantly influence forensic efficacy, reaffirming
global evidence presented by Liu and Zhao (2019).
Institutions with stronger monitoring systems can
detect intrusions earlier, which aids in collecting
timely and accurate digital traces. In the Nigerian
context, this finding suggests a pressing need for
continuous investment in threat intelligence and real-
time monitoring systems.

Communication and Coordination Mechanisms had a
statistically significant, though slightly weaker, effect
compared to other variables. Nevertheless, this result
validates (Cataldo et al., 2007; Okhuysen and Bechky,
2009) who emphasized the often-overlooked role of
cross-functional collaboration in successful incident
resolution and evidence preservation. Inter-
departmental coordination and clarity in chain-of-
custody procedures can make or break a forensic
investigation.

Collectively, these findings align with both the
Forensic Readiness Model and the Socio-Technical
Systems Theory, underlining the importance of
integrating technical infrastructure with
organizational culture and preparedness strategies.
The rejection of all null hypotheses (Hoi—Hos) further
confirms that each cybersecurity preparedness
dimension significantly enhances digital forensic
investigation outcomes in Nigerian financial
institutions.

5.0 Conclusion and Recommendations

This study examined how cybersecurity incident
preparedness influences the efficacy of digital forensic
investigations in Nigerian financial institutions.
Results show that preparedness components incident
response planning, training and awareness,
infrastructure investment, threat monitoring, and
communication positively impact forensic
effectiveness.

Incident response planning and training emerged as
the strongest factors, emphasizing the importance of

structured strategies and human capacity in achieving
accurate, timely, and admissible investigations. The
findings affirm the Forensic Readiness Model and
Socio-Technical Systems Theory, highlighting the
synergy of people, processes, and technology in
combating cybercrime. Based on the findings, the
following recommendations are proposed:

1. Strengthen Institutional Incident Response
Frameworks Financial institutions should
develop and regularly update detailed incident
response plans that define roles, escalation
procedures, and evidence preservation protocols.
Simulation exercises should be conducted
routinely to assess preparedness, with oversight
from internal IT units and regulators such as the
Central Bank of Nigeria (CBN) and the Nigeria
Deposit Insurance Corporation (NDIC).

2. Institutionalize Cybersecurity Training and
Awareness Mandatory quarterly cybersecurity
training programs should be implemented across
all staff levels to enhance awareness of emerging
threats, early warning signs, and evidence
handling best practices. These programs should
be managed by HR departments in collaboration
with professional bodies like the Chartered
Institute of Bankers of Nigeria (CIBN) and
monitored through training evaluations and
phishing simulations.

3. Invest in Modern Cybersecurity and Forensic
Infrastructure Financial institutions should
allocate dedicated budgets for acquiring and
maintaining digital forensic tools, intrusion
detection systems (IDS), and Security
Information and Event Management (SIEM)
platforms. These tools will support real-time data
collection and evidence preservation. Executive
leadership should ensure regular infrastructure
audits and performance evaluations are
conducted.

4. Implement Real-Time Threat Detection and
Monitoring Mechanisms Institutions should
deploy Al-enabled threat detection systems and
establish 24/7 Security Operations Centers
(SOCs) to monitor and respond to incidents
promptly. Trained analysts should be available to
assess alerts and trigger forensic protocols.
Effectiveness should be tracked through
performance indicators such as alert logs,
response times, and resolution rates.

5. Establish Structured Communication and
Coordination Protocols A centralized incident
response team should be formed, comprising
members from IT, Legal, Risk, and Compliance
departments, to ensure seamless coordination
during cyber events. Post-incident debriefs and
communication effectiveness reviews should be
institutionalized to continuously improve
response strategies and enhance overall
investigative outcomes.
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